Applied Cryptanalysis

Course Description

Course: MATH 461 Applied Cryptanalysis

Credits: 3

Prerequisite: MATH 361 Applied Cryptography with a grade of C or better

Course Description: Cryptanalysis concepts; cryptanalysis of symmetric and public key cryp-

tosystems, key exchange systems, and digital signatures; hash function collision resistance;
cryptanalysis with quantum computers.

Course Objectives

After completing this course the student should have the following competencies:
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an understanding of the basic concepts of cryptanalysis and the methods used to attack
an encryption system;

the ability to implement an exhaustive key search against a symmetric cryptosystem;

an understanding of basic factoring algorithms and the ability to use those algorithms;
an understanding of how to attack the RSA cryptosystem using a factoring algorithm;
an understanding of how to find a brute force solution to the discrete logarithm problem,
and the ability to conduct a man-in-the-middle attack against the Diffie-Hellman key
exchange;

an understanding of how to attack the RSA signature scheme;

an understanding of the concept of collision resistance and The Birthday Attack;

an understanding of what the development of quantum computers will mean to the secu-
rity of public key cryptography.

Course Outline
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General mathematical cryptanalysis concepts
e Key recovery vs. decryption
e Kerckhoffs’ Principle
Cryptanalysis of symmetric cryptosystems
e Symmetric cryptosystems
e Brute force attacks
— Exhaustive key search
— Key lengths and security levels
Public key cryptography review
Review of the RSA cryptosystem
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Factoring algorithms
Mathematical attacks on RSA
e Preventing mathematical attacks
Key exchange
e Review of the Diffie-Hellman key exchange
e The discrete logarithm problem
— Brute force solutions
e The generalized Diffie-Hellman problem
e Man-in-the-middle attack against the Diffie-Hellman key exchange
Digital signatures
e Review of the principles of digital signatures
e Review of the RSA signature scheme
e Attacks against the RSA signature scheme
Hash functions
e Collision resistance
e The Birthday Attack
Implications of quantum computers on public key cryptography
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